MpectynneHuns B cpepe BbICOKMX TEXHONIOrMMA U KaK ybepeub cebs
OT HUX

3a CpaBHUTENbHO HEOONbLIOW MPOMEXYTOK BPEMEHU KOMUYECTBO
nonb3oBatenen cetn MHTepHeT B Pecnybnuke benapycb npeBbICMNO NSATb
MUIINMOHOB  4Yenosek. CerogHa MO MNOTHOCTM  MPOHUKHOBEHUS
lMpokononocHoro pgoctyna Ha 100 yenosek benapycb Bbiwna Ha
CpeaHeeBponencKMe MoKasaTenu, a Nno CKOpOCTU — Ha TPETbE MECTO B
Mupe. KonmuectBo aboOHEHTOB COTOBOWM CBSI3M MPOAO/HKAET YBENNYMBATHLCS
n B 2017 roay pocturno 11,415 MunnmoHa yenosek.

YKa3aHHble TEMMbl MPOHUKHOBEHUSI WMHMOPMALIMOHHBIX TEXHOMOMNIA
BO BCe cepbl XU3HEAEATENbHOCTM YE/I0BEKA Hapsay C MMEOLLEN MeCcTo
HeKBaNMMULNPOBAHHOCTbIO  OMPEAENEeHHOM  4YacTu  MONb30BaTeNeN
SIBNAOTCS MPEANnoChISIKOM BO3PACTAIOLIErO KOMYECTBA  KOMMbIOTEPHbIX
WNHLUMAEHTOB.

B 3akoHopaTenbctBe Pecnybnukm benapycb  npeaycMoTpeHa
OTBETCTBEHHOCTb, B TOM 4uUCIe  YrosioBHad, 3a  COBepLUeHue
NPOTUBOMNPAaBHbIX AEAHUA B Chepe BbICOKUX TEXHOMOMMNA.

YronoBHbIM KOAEKCOM MPeAyCMOTPEH psifi MPECTYynieHui, OTHECEHHbIX K
KOMMETEHUMN MNOoApa3AeNeHMn MO PacKpbITUO MpecTyrnneHMin B cdepe
BbICOKMX TEXHONOMMIA. PAacCMOTPUM UX NoJpPO6Hee.

Cmambs 212. XuwieHue nymem ucrnosib308aHuUsi KOMMNbLOMEPHOU
MmexHUKU

1. XvweHre nMyLectTsa NyTeM U3MeHeHus MHdopmaLummn, obpabaTbiBaeMon
B KOMIMbIOTEPHOM CUCTEME, XPAHSLIENCS Ha MALUMHHBIX HOCUTENSIX WU
nepefaBaeMo/ Mo CeTAM nepeAadn [aHHbIX, NnMbo nyTemM BBeAEHUS B
KOMMbIOTEPHYIO CUCTEMY JTIOXXHOM MHMOPMaLMK - HaKa3bIBaeTCs LWTpadoM,
WNN  NNIIEHWMEM NpaBa 3aHMMaTb OMpeaefieHHble  AO/MKHOCTU WK
3aHMMaTbCA  OMPeAEeNneHHOMW  AesATENbHOCTbIO, WU apecToM, WK
orpaHuyeHneM cBoboabl Ha CpoK A0 Tpex NET, UK NULeHneM cBoboabl Ha
TOT XX€ CPOK.

2. To Xe [esiHue, COBEpLIEHHOE MOBTOPHO, NMO60 rpynmnon nuy Mo
npeaBapuTenibHOMY CroBopy, NMbo conpsiXkeHHoe C HECAHKLIMOHUPOBAHHbIM
[OCTYNMOM K KOMMbIOTEPHOW MHMOPMaLNK,- HaKa3blBAeTCA LWTpadoM, Unu
ncnpaBuUTeNbHbIMKM paboTaMn Ha CPOK A0 ABYX JNIET, WIW apecToM, WUnu
orpaHu4YeHneM cBoboaibl Ha CPOK OT ABYX A0 MNATU NET, WU NULIEHUEM
cBoboabl Ha CpoK A0 MNSATM NEeT C JIMWIEHMEM MpaBa 3aHUMaTb
onpeaeneHHble NOJHKHOCTU Unm 3aHMMaTbCA onpeaeneHHowm
NEATENbHOCTBIO UNK 6€3 NULLIEHNUS.



3. [JdesHusa, nNpeayCcMOTPEHHbIE YacTaMu 1 wam 2 HacTosIen CTaTbW,
CoBepLUEHHbIE B KPYMNMHOM pa3Mepe, - Haka3blBaloTCa NuLeHneM cBoboabl
Ha CpOK OT [ABYX OO0 ceMu net co wrtpapom wmnm 6e3 wtpada C
KOHUCKaLUnen nMmyllectBa nnm 6e3 KoHbUCKauunm u ¢ NULLIEHUEM MNpaBa
3aHMMaTb OnpeAeneHHble AO/MHKHOCTM WM 3aHUMATbCS  OnpeaeneHHOM
AESTENbHOCTLIO NN 6e3 NULIEeHUS.

4. [OesaHuns, npeayCMOTpeHHble YyacTaMmn 1, 2 unn 3 HacTosLlEN CTaTby,
COBEpLUEHHbIE OPraHM30BaHHOM rpynnon nnbo B 0cobo KPyrnHOM pasMepe,
- HaKa3blBAlOTCS NuweHMeM cBoboabl Ha CPOK OT WeCTU A0 NATHaguaTtu
NeT C KOHMMCKaUMenh uMylecTBa M C JNIUWIEHMEM MpaBa 3aHMMaTb
orpefeneHHble [AO/HKHOCTH nnu 3aHMMaTbCH onpeaeneHHomn
AeATeNbHOCTbIO Unu 6e3 nuLeHus.

Heobxoanmo OTMETUTb, yTOo OTBETCTBEHHOCTb 3a AesaHus,
npeaycMoTpeHHble cm.212, HacTynaeT ¢ 14-nemHeao 8o3pacma.

MNpMepoOM Takoro MPecTynieHnss MOXeT ObiTb XULLEHNE AEHEXHbIX
CPeAcTB C  HalaeHHoM nmbo  MOXMLEHHOM OaHKOBCKOW  MIaTEXHOM
KapTOYKM C MCMosb30oBaHMeM 6aHKoMaTa, MIaTeXHOro TepMuHana. B
nocneaHee BpeMsi BCe 4alle GUKCUMpYOTC  akTbl  XMILEHUA C
NCMOMb30BAaHMEM PEKBU3UTOB KapT MNpW  OCyWecTBneHun WHTEpHET-
nnaTexen, a TakKe 3aBNaJieHue [AEHEXHbIMU CpeACTBaMM, XPaHSALWUMUCS
Ha cyeTax Pas3/IMYHbIX 3NEKTPOHHbIX NNIATEXHbIX CUCTEM U CEPBUCOB.

Cmambsi 349. HecaHKUUOHUPOBaHHbIU AOCMYyn K KOMIbIOMEPHOU
UHopmayuu

1. HeCaHKUMOHMPOBaHHbLIA AO0CTYN K MHAMOPMauUuW, XpaHsiencs B
KOMMbIOTEPHON  CUCTEME, CETM WM  HA  MaWWHHBIX  HOCUTENSsIX,
COMPOBOXAALLMIACS HapyLeHneMm cUCTeMbl 3aWUTI
(HECAaHKUMOHUPOBAHHbIA ~ AOCTYN K  KOMMbIOTEPHON  MHMOpMauun),
MOBEKLLNM no HEOCTOPOXXHOCTU N3MEHEHNE, YHUYTOXEHME,
6nokuposaHne wuHpoOpMauMM WM BbIBOA4 M3 CTPOS  KOMMbHOTEPHOro
obopyaoBaHms nMB60 NpUYMHEHME WHOrO CYLWECTBEHHOro Bpeda, -
HaKa3blBaeTCs WTpPadOM UM apecToM.

2. HecaHKUMOHMPOBAHHbLIN [AOCTYM K KOMMbIOTEPHOM MHGOPMaLNK,
COBEPLUEHHbIN M3 KOPbLICTHOA MW WHOW JIMYHOW 3aMHTEPECOBAHHOCTH,
nmbo rpynnor nuu NO  NpeABapUTENbHOMY CroBOpYy, JM60 JULOM,
MMEIOLLMM AOCTYMN K KOMMbIOTEPHOM CUCTEME WM CETW, - HaKa3bIBaETCH
WTpacpoM, MU JNIUILIEHMEM MpaBa 3aHUMMaTb OMpPEeAENEHHbIE [I0/MKHOCTU
WM  3aHUMATbCS ONpeaeNneHHON [AesTENbHOCTbIO, WM apecToM, Wnu
orpaHuMyeHneM cBoboAbl Ha CPOK A0 ABYX JIET, WU NULLIEHNEM CBObOAbI Ha
TOT XK€ CPOK.



3. HecaHKLUMOHMPOBAHHbIA AOCTYN K KOMMbIOTEPHOM WHdOpMaumm nmbo
CaMOBOJIbHOE MOMb30BaHME 3MEKTPOHHOW BbIYUCIIUTENBHOW TEXHUKOM,
CpeACTBaMM CBSI3W KOMMbIOTEPU30BAHHOW CUCTEMbI, KOMMbIOTEPHOM CETH,
MOBMEKLUIME MO HEOCTOPOXXHOCTM KpYLUEHME, aBapuo, KatacTpody,
HecyacTHble ClyYanm C  NobMW, OTpUUATENbHblE U3MEHEHUS B
OKpY)KalOLEN Cpede WM WUHble TSHKKME MNOCNEeACTBUSl, - HaKa3blBalOTCS
orpaHuMyeHneM cBo60/bl Ha CPOK A0 NATU NET WK NNLIEHMEM CBOBOAbI Ha
CPOK [10 CEMU NET.

HanpuMep — HeCaHKUMOHMPOBaHHbIM A0CTYn (OTKPbITUE M MPOCMOTP
alnoB, NMceM, Nepennuckmn) K 3NeKTPOHHOW MoYTE, YYETHLIM 3aMUCAM Ha
Pa3fIMYHbIX CalTax, B TOM 4YMC/e B COLMANbHbIX CETAX, K MHMOpMaLuu,
coAep<alleincs Ha KOMMbloTepe, B CMapTdOHE U 3alUMLLEHHOM OT AOCTYynNa
TPETbUX NNL,.

Cmambsi 350. Modughukauusi KomnbromepHouU UHghopmMayuu

1. VIameHeHre nHdopMaLmnn, XpaHALENCS B KOMMNbIOTEPHON CUCTEME, CETU
WIM Ha MallMHHbIX HOCUTENsX, NMbo BHECEHWE 3aBEAOMO JIOXXHOW
MHGOPMaUMK, MPUYMHUBLUME CYLUECTBEHHBLIA Bped, Npu OTCYTCTBUM
NPU3HAKOB  MpecTynsiieHMss npoTuB  cobCcTBeHHoCcT  (MoauduKaums
KOMMNbIOTEPHON MHMOPMaLUN) - HaKasblBalOTCS LWTpAdoM, MU NULLEHNEM
npaea 3aHMMaTb  OMpefeneHHble  AO/MKHOCTM WM 3aHUMaTbCH
onpefeneHHoNn [esTENbHOCTbIO, WM apecTtoM, WM  OrpaHUYEHUEM
cB06OAbl Ha CPOK A0 TpeX JieT, WK NIMWeHMeM CcBob0oabl Ha TOT Xe CPOK.

2. Moandukaums KOMMbIOTEPHON  MHMOPMaUUKM,  COMPSHXKEHHAs C
HECaHKLMOHMPOBAHHbLIM AOCTYNMOM K KOMIMbIOTEPHOW CUCTEME WU CETU
nMbo NoBneKLLAs Mo HEOCTOPOXXHOCTWU MOCNEACTBUS, yKa3aHHble B YacTn 3
ctatbn 349 Kopekca,- HakasblBaeTCs orpaHMyeHmeM cBoboabl Ha CpoK A0
NaTU NeT UM nvweHnem ceoboabl Ha CpOK A0 CeMU JieT C NULIEHNEM
npaBa 3aHMMaTb  OMpefdesieHHble  AO/MKHOCTM MM 3aHUMaTbCA
onpeaeneHHon aeaTenbHOCTbI0 Nn 6e3 nuLeHus.

B KkayecTBe npuMepa MOXHO MPUMBECTU MpPOU3BEAEHHbIE W3MEHEHMS
KOMMbIOTEPHON WHMOPMaLMK: Nepenucka B 3MEKTPOHHOW MoyTe, B
couManbHOM CeTU, B MeCCEHAXepe C MnpaBaMW ApPYyroro rosib30BaTens;
M3MEHEHNE TEKCTOBOM, rpaduyeckon uU WHOM WHGOpPMaLUKU; BHECEHME
M3MEHEHWI B 3alUyLLIEHHbIE 6a3bl AaHHbIX U T.A.

Cmambsi 351. KomnbromepHbIli cabomax

1. YMblWNEHHbIE  YHUYTOXEHWe, OnokupoBaHue, MpuBedeHME B
HENPUroAHoOe COCTOSIHUE KOMMbIOTEPHOU WHMOpPMaUMM WU MPOrpamMbl,
nmMbo BbIBOA M3 CTPOSI KOMMbIOTEPHOrO 060pyaoBaHusl, MMboO paspyLueHue
KOMMbIOTEPHON CUCTEMBI, CETU UM MALUIMHHOIO HOCUTENS (KOMMbIOTEPHbIN



caboTax) - HakasblBalOTCA WTPAdoOM, UM JIMWIEHMEM MNpaBa 3aHUMaTb
onpeaeneHHble AO/MKHOCTH nnn 3aHUMaTbCS onpeaeneHHon
AESTENbHOCTbIO, WX apecToM, WAW OrpaHuyeHneM cBoboabl Ha CpPOK A0
NATU NET, WK NULWEHNEM CBOBOAbI HA CPOK OT OAHOro rofa Ao NSATU JET.

2. KoMnbtoTepHbIN caboTax, COMPSHKEHHbIM C HECAHKLMOHMPOBAHHBIM
AOCTYMNOM K KOMMbIOTEPHON CUCTEME WM CETU NNOO MOBNEKILNA TSHXKKME
NOCNeACTBUS, - HaKa3blBaeTCs NulIeHMEM cBO6OAbl Ha CPOK OT Tpex Ao
AEeCSATU NeT.

30eCb  Mbl  rOBOpMM 06  YMbLIWEHHOM  YHUUTOXEHUW  (yAaneHuu,
NPpUBEAEHNUN B HEMPUrOAHOE COCTOSIHME, LWMMPOBAHNM) KOMMbIOTEPHOW
MHpopMaumn nnbo ee 61o0KMpoBaHUKM (HanpuMep MNyTEM CMeHbl Maposs
LOCTYMNa, U3MEHEHUN rpaduryeckoro Kn4ya un T.4.).

Cmambsi 352. HenpasomepHoe 3asnadeHue KOMIMbIOMePHOU
UHopmayueu

HecaHKLUMOHMPOBaAHHOE  KOMMpoBaHMe nMbo MHOe  HernpaBOMepHoe
3aBnageHve nHgopMaLnen, XpaHsiLLEencsl B KOMMbIOTEPHON CUCTEME, CETU
MWAW  Ha MAalUMHHBIX  HOCUTensax, Nmbo  nepexesaT  MHQOpMauuu,
nepegaBaeMo  C  WUCMOSIb30BAHWMEM CPEeACTB  KOMMbIOTEPHOW  CBA3W,
NMOBMEKLIME TMPUYMHEHME CYLLECTBEHHOrO Bpeda, - HaKa3blBalOTCH
obuiectBeHHbIMKM  paboTamn, wnn  WTpadoMm, WM apecToMm, WUn
orpaHu4eHneM csoboabl Ha CPOK A0 ABYX NET, UAW NneHneM cBoboabl Ha
TOT Xe CPOK.

B OaHHOM crlyyae yumuTbIBAlOTCS AEUCTBUS, CBS3AHHbIE C KOMWPOBAHWEM
KakoW-nnbo  3HauMMmon  uMHdopMaumu,  NOBREKWWe  MPUYMHEHME
CyLLeCTBEHHOro Bpeaa. K npumepy — KONMpoBaHME MUCEM U3 3/IEKTPOHHOM
MNOYTbl, JIMYHOM MEPENUCKM U3 CoLMANbHbIX CETEN, 3aKpbITbIX AN
MpOCMOTPa TPETbUMU NMLaMn coTorpaduii ¢ KoMnboTeEpa.

Cmamebs 353. UszomoenerHue nubo c6bim cneyuasnbHbIX cpedcme
Os1s1 NoJs1y4YeHuUs1 HeripagoMepHo20 docmyria K KOMNbLOMepHoU
cucmeme usu cemu

M3roToBNEHNE C LIeNblo CObITa IMB0 COBIT CrieLmanbHbIX NPOrpaMMHbIX MK
annapaTHbIX CpeacTB  Ans  MOJIYYEHUSs HEMNpPaBOMEPHOrO [AOCTyrma K
3alUMLLEHHOM KOMMbIOTEPHOM CUCTEME MW CETU - HaKa3blBalOTCH
WwTpadoM, UNM apectoMm, WM OrpaHMYEHWEM CBOBOAbI Ha CPOK A0 ABYX
ner.

CtaTbsl [AOCTaTOYHO cneundudHa U NPUMEHSIETCA NpuU  pa3paboTke,
M3roTOBMEHMM U  CObITE CNeumanbHbiX MpoOrpaMM U YCTPOWCTB,
NpeAHa3Ha4YeHHbIX 71 OCYLIECTBIEHNS HECAHKLIMOHMPOBAHHbIX 0CTYMNOB,



HanpuMep NOAAENbHbIX CMapT-KapT Ans NPOCMOTPa 3aKOAMPOBAHHbIX
KaHanoB CMyTHUKOBOIO TENEBUAEHUS.

Cmambsi 354. Paspabomka, ucnosnb3oeaHue siubo pacnpocmpaHeHue
8pPe0OHOCHbIX MpozpaMm

1. Pa3paboTka KOMMbIOTEPHbIX MPOrpaMM WM BHECEHWE W3MEHEHUN B
CYyLleCTBylOLME  MPOrpaMMbl  C  UENbl0  HECAHKLMOHWPOBAHHOIO
YHUUTOXEHUS,,  ONOKMPOBaHWS,  MoaudMKauum WA KOMMPOBaHUS
MHOPMaLMKM, XpaHsILLENCS B KOMMbIOTEPHOM CUCTEME, CETU WM Ha
MalMHHBLIX  HOCUTENSAX, NMbo paspaboTka creumnanbHbIX  BUPYCHBIX
nporpamMMm, nnbo 3aBeOMOE WX WCMOMb30BaHWE, NMMOO pacnpoCTpaHeHue
HOCUTENEe C TakMMM NPOrpaMMaMM - HakasblBalOTCA LWTpacdoM, Wn
apecTtoM, WIM OrpaHMyeHneM cBO6OAbI Ha CpPOK A0 ABYX NET, WK
nuweHneM cBoboabl Ha TOT e CPOK.

2. Te xe D,GVICTBVIFI, noBJIEKWWNE THAXKKUE NOCNeACcTBUA, - HAKa3blBalOTCA
nweHneM ceoboabl Ha CPOK OT TpEX A0 AECATU NET.

K yronoBHOM OTBETCTBEHHOCTM MO AAHHOW CTaTbe MOMYT ObiTb MPUBMIEYEHI
nmua 3a pa3paboTKy BpeAOHOCHOro NMporpaMMHOro obecneyeHus, a Takxke
pa3paboTky M WUCMNONAb30BaHWE BUPYCOB, HanpuMep 610KMpyOWMX
CMapT@OHbl M0  WKOPYIOWKMX  KOMMLIOTEPHYKD  MHMOPMaUMIO  Ha
cepBepax.

Cmambsi 355. HapyweHue npaeusn 3Kcrsiyamayuu KOMMbOMepHoOU
cucmemsbl unu cemu

1. YMblWMEHHOE HapylleHMe npaBua  3KCMyaTaumMum  KOMMbHOTEPHON
CUCTEMbI WX CETU NIMLOM, MMEKLLIMM [AOCTYMN K 3TOM CUCTEME WU CETH,
noBfeKwee N0  HEOCTOPOXHOCTU  YHUUTOXEHWe,  610KMpoBaHue,
MOOMMUKALMIO  KOMMbIOTEPHON  MHGOPMauuM, HapyweHue  paboTbl
KOMMblOTEPHOro 06opyaoBaHns NnM60 NpUYMHEHUE WHOMO CyLLECTBEHHOrO
Bpesa, -

HaKa3blBaeTCs WTpadoM, Ui NMWEHNEM NpaBa 3aHMMaTb OnpeaesieHHble
OO/HKHOCTU WM 3aHMMATbC  OMPEAENEHHON  AeSTENIbHOCTbIO, WK
McnpaBUTENbHLIMKM paboTaMyM Ha CPOK A0 ABYX NIET, WX OrpaHUYEHUEM
cB0b0Abl Ha TOT Xe CPOK.

2. To e [AesHWe, COBEpLUEHHOE MNpW 3KCr/yaTauuyM KOMMbOTEPHOM
CUCTEMbI UM CETU, COZIEPXKALLIEN MHDOPMaLMIO 0cO60M LIEHHOCTH, -

HaKa3bIBaA€TCA JIMLWUEHWNEM MpPaBa 3aHNMMAaTb onpeaesieHHblE AO/IXKHOCTU UITA
3dHNMATbCA OﬂpEﬂeﬂeHHOVI AeATeNbHOCTbIO, U1N OrpaHUNYEHNEM cBoboabl
Ha CPOK A0 TpexX NnetT, uin JIMueHneEM cBob0Ab!I Ha TOT Xe CpPOK.



3. [esHusl, NpeayCMOTPEHHbIE YacTMU MEPBOA WM BTOPON HACTOSILLEN
CTaTbW, NOBMEKLUNE MO HEOCTOPOXXHOCTU MOCNEACTBUS, YKa3aHHblE B YacTu
TpeTben ctatbh 349 HacToswero Koaekca, -

HaKa3bIBalOTCA OrpaHM4eHNEM cBobogbl Ha CPOK A0 NATU NET Wn
nMweHneM ceoboabl Ha CpOK A0 ceMM neT C JIWEHUEM MnpaBa 3aHMMATb
onpeaeneHHbIe AOJ/IDKHOCTH nnn 3aHNMaTbCA onpe,qeneHHoi/'l
AeSTENbHOCTbIO NN 6e3 NuweHus.

YKasaHHasi CTaTbsl MPUMEHSIETCS K NuUaM, WMELWMM  [OCTyn K
KOMMbIOTEPHbIM CETAM W CUCTEMAaM, B KOTOPbIX XPaHWUTCA 3HauuMMast
nHdopMaLmsl, XanaTHble [AENCTBUS KOTOPbIX TMPUBENN K HAPYLIEHWUIO
(DYHKLMOHMPOBaHUS TaKUX CUCTEM.

OTBETCTBEHHOCTb 3a AeaHus, npeaycMoTpeHHble cm.cm.349-
355 Hactynaet ¢ 16-nemHe20 so3pacma.

Takxe € UCnonb3oBaHUEM ceTu VIHTEPHET MOXET COBEpLUATLC PSif UHbIX
YrO/IOBHO HaKa3yeMbIX MPOTUBOMNPABHbIX AESHUIA:

. MoLueHHn4ecTBo (cT.209 YK);

NPUYMHEHNE WMYLLECTBEHHOro Yyulepba 6e3 npu3HaKkoB XuLIEHMUS
(cT.216 YK);

N3roToBSIEHME W PacrpOCTpaHeHne MnopHorpadmnyecknx MaTepuasnos
Unu npeameToB MNopHorpaduyeckoro xapakrtepa(ct.343 YK, cT1.343-1
YK);

kneseTa (cT.188 YK);

ockopbneHue (cT.189 YK);

pa3)XuUraHve pacoBoW, HAaLUMOHANIbLHOW WX PENUTMO3HOM BPaXXabl UK
po3HK (cT.130 YK) 1 nHble.

B 2017-2018 rogax Ha TeppuTopun poaHEHCKoM obnacTtu Habnogaetcs
OTYETIMBass TEHAEHUMSI poCTa KONMMYeCTBa (PaKTOB  COBEPLUEHUS
NPOTMBOMNpPABHbLIX AEeSHUN B CeTU VIHTEpHET, KOTOpbIE BbIPAXAKTCH, C
OOHOW CTOPOHbI, BO «B3/IOME» U HECAHKLMOHWPOBAHHOM WCMOJSIb30BaHMU
YUYETHbIX 3anucer Monb3oBaTeNieM B COUMAsbHbIX CETAX, @ C ApYrou
CTOPOHbl — B COBEPLUEHUN XULIEHUA C KapT-CYETOB rpaXkaaH MyTeMm
MOLLEHHMYECTBaA NMMBO MCNONb30BaHMSA KOMMbIOTEPHON TEXHUKKN. U B 060mX
CNy4Yasix 3/10YMbILUIEHHUKM MOMb3YHTCA  W3MUWIHEN [JOBEPUYMBOCTLIO U
HEOCMOTPUTENBHOCTLID CaMMX MOJSIb30BATENEN, a TaKXKe WX XanaTHbIM
noaxoaom k obecneyeHnto 6e30nacHOro NCNonb3oBaHUs ceTu VIHTepHeT.

CHavana nNpecTynHUK Noy4aeT HECAHKLIMOHUPOBAHHbIW A0OCTYN K CPeACTBY
CBSA3M C MOTEHLUMaNbHbIM MOTEPMEBLUNM, OBbIYHO 3TO YYETHblE 3anuncK B



CouManbHbIX CETSX, 3NIEKTPOHHbIE MOYTOBblE SLMKW, aKKayHTbl B
pa3/IM4yHbIX Mporpammax, npegHasHa4vyeHHbIX A obMeHa coobLlieHusaMN,
HanpuMep Skype. ObbIYHO 3TO CTAHOBUTCSH BO3MOXXHbIM BBMAY HEOPEXHOrO
OTHOLLEHME  Bfafenbua calta Kk  obecnevyeHnto  COXPaHHOCTU
KOHMMAeHUManbHOM MHMOopMaumm (NOrMHOB, Naponer) O MoNb30BaTeNsX
nnbo becneyHocTM cammx nonb3oBaTtenen Mpu 3ToM Takas 6ecneyHoCTb Co
CTOPOHbI MOSIb30BaTENIEN MOXET NPOSBNATLCS B:

e MOMAJa@HMM Ha  YAOYKY JiML, CO3[aBLIMX  «PULLIMHIOBbIN»
(MIMUTUPYIOLLIMIN HACTOSILLMIA) CalT;

BBO/IE JIOrMHOB W Naponein oT CBOMX YUYETHbIX 3arnucel B COLCETU UK
3M1EKTPOHHbIX MOYTOBLIX SILUMKOB Ha WHbIX, HE UMEIOLUNX OTHOLLUEHMS K
(DYHKLMOHMPOBAHUIO YKa3aHHbIX CEPBUCOB, CaiTax;

MCMOMb30BAHUM  WIAEHTUYHBIX PEKBU3UTOB AN aBTOpU3ALUMM  Ha
Pa3NNYHbIX pecypcax;

MNCrnoJib30BaHUN CJTULLKOM JNEMKNX naponel‘/'l;

«  OTCYTCTBUM Ha YCTPOWCTBaxX CpeAcCTB, MO3BONSHOWMX 610KMpOBaTb
paboTy BpeAoHOCHbLIX NMporpamMmm 1 ap.

[Mony4nB peKBU3UTbI, 3MI0YMbILLSIEHHUK 3aX0AMT B YUYETHYIO 3aMUCb XXEPTBbI
M OCYLIECTBNSAET PACChINIKY KOHTaKTaM BfafeNibLa B3/IOMaHHOM Y4YeTHOW
3anmncyn CoOobLLEHMSI MOLLEHHMYECKOMO XapaKTepa.

CneayeT KOHCTATMPOBaTb, 4TO aHTasus MNPECTYNHUKOB 6e3rpaHnyHa,
BapuaHToB  (pOpMY/IMPOBOK  TakMX Mpocbd MHOXECTBO, NpuBEAEM
HEKOTOpble NMPUMEpPbI TAaKUX COOBLLEHNIA:

. «Bacs (k npumepy), S HaXoXXyCb B POCCMM, Y MEHS YKpanu Kowesnek v
TenedoH. CpoYHO HYXXHbl AeHbrM Ha 6unet gomon. OTnpaBb MHE Ha
KapT-cyeT (3aecb MOXET 6bITb MOBUBbHBLIN HOMEP TenedoHa, KOLEeNEK
B JMIEKTPOHHbLIX MNaTeXHbIX cucteMax SAnpekc.[deHorn, QIWI,
WebMoney mnnn agpyrux) 5 000 (MOLWEHHWMK MMen BBMAY POCCUMCKMX,
3Han 6bl OH, YTO B benapycu ykasaHHasi CyMMa CTO/b CyLLEeCTBEHHA, OH
6bl yTOUHWUN) pybnen. Bce BepHy no npuesay.»;

. «MpuBeT, y Tebs ecTb Aencreylowas 6aHKOBCKas KapTodka? Moto
3a6/10KMpOBanu, a Kak pa3 cerogHst MHe AO/MKHbl NepeyuncsiTb AeHbIN.
MOXXHO 51 4aM PEeKBU3UTbI TBOEN KapTbl, HA Hee NpUAYT AEHbIN, NOTOM
OTAalb MHe. B fonry He ocTaHycb!»;

. «51 nomorato B cbope cpeactB AN NEYEeHUMS MOEWN [anbHEN
POACTBEHHULbI, Y Hee cepbe3Hast 60ne3Hb, HY)XHO MHOro [eHer.
Mepeuncnn, ecnnm ecTb BO3MOXHOCTb, XOTb KaKyl-TO CYMMYy Ha
KoLIenek».



[danee npecTynHWKYy OCTaeTcs XAaTb OTKAMK@ OT HWYero He
nogo3pesarowmx cobeceHMKOB W MpPOSIBASATbL CBOM  CMOCOBHOCTN B
puUTOpUKe N ybexaeHuu.

B cnyuyae, koraa nOTEPNEBLUMA OT3bIBAETCA Ha Y/IOBKY MPECTYMHUKA W,
6yayun 06MaHyTbIM, CaM OCYLLECTBNSIET NepeBod CPeacTB  Ha
npeanoXeHHble PEKBU3UTHI, B AENCTBUSIX 3/10YMbILLNIEHHNKA
yCMaTpUBAETCA COCTaB MNPECTYMn/ieHnsl, NpeayCMOTPeHHoro cratben 209
YronoBHoro kogekca Pecnybnukn bBenapyce «MoweHHMYecTBO» (B
3aBMCMMOCTM OT CYyMMbl MOXMULIEHHOrO MaKcuMManbHasi OTBETCTBEHHOCTb
MOXXET COCTaBNATb KaK TPW, TaK U AeCATb NeT nuweHns ceobogpbl).

Korpa wMeeTr MeCTO npefoctaBfieHMe  MNoTeprneBwUM  MIaTeXHbIX
PEKBU3UTOB U OCYLLECTB/IEHWUE TPaH3aKLUMM 3M0YMbILLIIEHHUKOM MYTEM WX
BBOAA Ha Pa3NyHbIX CalTaX, MNOAAEPXKMBAOLWIMX  BO3MOXHOCTb
COBEpPLUEHUSI MNATEXHbIX Onepauui, UMeeT MecTo CTaTbsl 212 «XulieHne
NyTEM UCMOJIb30BaHUS1 KOMMbIOTEPHOM TEXHUKM>» (TakXke B 3aBUCUMOCTU OT
CYMMbl MaKCMMasibHOE HakasaHue BapbupyeTcs oT 3 A0 15 neT nuweHuns
cBoboabl, NMpuM 3TOM 3aKOHOM He MpeaycMOTpeHa MWHMManbHasi CymMMa
xvuienust). MNpyu 3TOM HafesTbCd Ha TO, YTO MPECTYNHWK B [JaHHOM
CUTyauMm OCTaBUT Ha Bawem kKapT-cdeTe XOTb KaKyl-TO CyMMy, K
COXasIeHWIO, He NPUXOAUTCA.

HeobxoauMo OTMETUTb, 4YTO COBEPLUEHWE TPaH3aKUMM Mo 6GaHKOBCKUM
MIaTEXHbIM KapTOYkaM CaMUM BRagenbLeM Nnbo HapylleHue npaBus
MOMb30BaHUSI KapToukamu, Bblpa3uBLUeECs B nepedade MnaTexHbIX
PEKBU3WUTOB TPETbUM JIMLAM, NPAKTUYECKM HE OCTABJISIET LUAHCOB BEPHYTb
NIEHEXHbIE CPEACTBa C MCMOSIb30BAHMEM [eWCTBYyloWero B benapycu
NpUHUMNA@ HYNeBOM OTBETCTBEHHOCTW  Mosb3oBaTenen  6aHKOBCKUX
KapTouek.

YunTbiBas  M3MOXEHHblIE  Bbie  (akTbl, NpPUBEAEM  HEKOTOpble
peKkoMeHAauun Ans nonb3oBatenien cetu WIHTepHeT, KOoTopble MOryT
CHU3UTb BEPOSATHOCTb COBEPLUEHNS B OTHOLUEHUW HUX MPOTUBOMPABHbIX
AesaHUN:

«  Ans BbIxoAa B ceTb VIHTEPHET UCNONb3ynTe YCTPONCTBA, HA KOTOPbIX
YCT@HOBJIEHO cneumasnbHoe NporpaMMHoe obecneyeHue,
npeaHasHayeHHoe ans  60pbbbl C  BPEAOHOCHOM  aKTUBHOCTBIO,
CBOEBpPEMEHHO 06HOBNSINTE €ro;

. MCMONb3yMTE  OMEPALMOHHYKD  CUCTEMY C  YCTaHOBJ/IEHHbIMU
obHoBNEeHusAMM  6e30MacHOCTK,  akTyasbHble  BepcuM  ApPYroro
nporpamMMHOro obecneyeHus;



MpY UCMOSIb30BaHMM M3BECTHbIX BaM caiToB, obpallaiTe BHUMaHue
Ha MX BHELUHWUIA BUA: BO3MOXHO Bbl 3aLUnv Ha NOAAENBHYIO €0 KOMKIo;

BBOAMTE JIMYHYIO MHADOPMALMIO TONbKO Ha Beb-canTax, paboTatolmx
C MCMOMb30BaHMEM 3alUMLLEHHBIX MNPOTOKOMOB (0bbIMHO B 6pay3epe
pSAOM C adpecoM Takoro calTa OTobpaXkaeTcs 3HAYOK 3aMKa Ha
3e/1eHoM oHe);

He WCMoNb3yWTEe OAMHAKOBblE NOMMHbI WU MAPOSM HA Pa3/IUYHbIX
canTax;

HEe WCNONb3yuTe CAUWKOM Jierkne naponu, nnbo Te, O KOTOPbIX
MOXHO Nerko AorafatbCs (AaThl pOXAEHUsi, HoMepa TenedoHOB U

T.A4.);

MO BO3MOXHOCTU WCMONb3yWTe ABYX(AKTOPHYIO ayTeHTUdMKALMIO,
Koraa KpoMe BBOAA@ JIOTMHa M napons HeobxoaumMo BBOAWTL
BPEMEHHbIN KOA, OTNPaBNsSieMbli 06bIMHO Ha MOOMNbHLIA TenedhoH B
Buae SMS-coobuenuns nnbo push-ysenomneHms;

ocTeperanTecb HEOXWIAAHHbIX WM HEOObIYHbIX  3NEKTPOHHbIX
cooOLleHM, fAaxe ecnM BaM 3HAKOM OTMpaBUTENlb, HUKOrAa He
OTKPbIBaTE BNOXEHUS WM HE MNepexoauMTe MO CCblIkaM B TaKuX
coobuleHusIx;

C  OCTOPOXHOCTbIO  OTHOCMTECb K MWCbMaM, B  KOTOPbIX
3anpawmBaloTCa AaHHble c4eToB ((DMHAHCOBbIE YUpeXAeHUs Mo4vTh
HMKOrAa He 3anpalumnBaloT MHAHCOBYHO MH(OPMALMIO MO 3NEKTPOHHOM
MoyTe), HUKOrAa He OTnpaBnsiiTe UHAHCOBYKD WHGOPMaUMIO MO
He3almMLeHHbIM VIHTepHeT-KaHanaM;

NpyM  MNOCTYMIEHNMA  COODOWEHMA OT  3HAKOMbIX, COAEpXKaLLMX
noby>xaeHne K OCYLECTB/EHMIO (MHAHCOBLIX TpaH3akumi nnbo
nepefadye (UHAHCOBLIX PEKBM3UTOB, 06s3aTeNbHO  HEobxoaMMO
NpOBEPUTb AAHHYIO MH(OPMaUMIO C UCMONb30BaHMEM APYrMX KaHANoB
cBA3n  (NMMYHaa  BCTpeya, TenedoHHbI  3BOHOK, MECCEHAXep,
NOAAEPXKMBAIOWNA  TOMOCOBYKD CBSA3b), /MO0 B KpalHEM Ciy4yae
NaEHTUPUUMPYMTE NMYHOCTL cobeceaHMKa NyTeM 3a4a4M KOHTPOJIbHbIX
BOMPOCOB, OTBETbI Ha KOTOpble He MOryT ObiTb W3BECTHbI TPETbUM
nvuam;

ecnn Bbl He ucnonb3yete 6aHKOBCKYIO MNATEXHYIO KapTOYKy Ans
ocywiectBneHnss WHTepHeT-nnatexen, obpatutecb B 6aHK Ans
YCTQHOBKW COOTBETCTBYHOLUMX OrPaHNYEHNA ANS KapThbl;

NpyM  ocywecTBneHnn WHTEpHeT-nnatexen Mo  BO3MOXHOCTM
NCrnonb3ymTe TEXHOI0rnm obecneyveHuns AOMOSNHUTENBHOMN
6e3omacHOCTM NnaTexen, Takme kak 3-D Secure ansi MeXxayHapoAHbIX



nnatexHolx cuctem Visa n MasterCard wnu WNHTepHeT [Maponb Ans
nnaTexHou cuctembl BEJIKAPT.

K coxaneHuio, AaTb pEKOMEHAALUMN O MOBEAEHUM B KaXXAOM BO3MOXHOM
C/lyyae Henb3sl, HO B 06LIEM MOXHO MPEeANoXUTb NoMb30BaTENSM B 1060M
CUTYyauuMn He TepsaTb 6AMTENbHOCTb M KPUTMYECKOE OTHOLUEHWE K
OKPY>KaloLLMM Hac SIBNEHMSIM U COBbITUSIM.

B cnyyae coBeplieHUss B OTHOWEHUMM Bac npoTuMBOMpaBHbIX AESHUN,
pekoMeHayeM BaM B KpaTyaniume Cpokn obpaTuTbCs B OpraHbl BHYTPEHHMX
Aen no MeCTy XuUTenbCTBa sMbo 0bHapyXeHust akTa CcoBepLueHus
NpecTynieHus.

Bawa 6autenbHoCcTb ybepexeT Bac w©n  Bawux 3HaKOMbIX  OT
NPOTUBOMPABHbLIX NMOCAraTeNbCTB CO CTOPOHbI TPETbUX NnL!



